YpoaneHne npasua N OT3bIB
cepTnpukaTa

1. Ecnn cnyydanHo gobaBmam He, TO MpaBuo B iptables nnm ctapoe NpoCcTo HY>XHO yaaauThb,
TO B BbIBOAE KOMaHabI iptables Heobxoanmo nobaBuTb elle OAVH KYKK --line-
numbers, KoTOpbLIN )J,Of)aBI/IT B BbIBOA HyMepaLuto CTPOK.

[10Dt?|putr. ~]8 lj}tdbles wnl 1ine=num
Chain INPUT (policy ACCEPT 22185 packet
num pkts byte @ prot opt in
1 8 8 ACCEPT tecp — #* B./8 0.0.0 tcp dpt:6 f* Veeam transport rule #/
2 ] @ ACCEPT tep — = 8.8/ 3 tcp dpt:61é * Veeam deployment rule =/
3 4y  BT788 ACCEPT tep — =

Chain FORWARD (policy DROP 979 packets, 68149 byti-:-s")

num pkts bytes target prot opt in out
1 1 52 all — tuné ethe : 26.18 ctstate N
2 ] CE all — tun@ eth@ o c @ N

@ ACC all — +tun@ ethe

] all — +tun®@ ethe

0] r all — tund ethé

all — tun@ eth@

iptables -vnL --line-numbers

Ons yaoaneHusa Hy>XHOro npasusia, NPoCcTo BBOAMM
iptables -D FORWARD Homep

HoMep - co6CTBEHHO HOMep MpaBua.

iptables -D FORWARD 1 - yaoannT Halle npasunio.

OT3bIB cepTudMKaTa

Ina oT3blBa cepTUdUKATA, Mbl UCMOJIb3YEM Ty XKe CaMylo YTUIUTY easyrsa

.Jeasyrsa revoke fursov.m
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B npouecce oT3biBa byaeT 3afaH BONPOC «yBepeHbI-IN Bbl», HA KOTOPbLI OTBEYAEM yes

A Tak e byneT 3anpolieH naposb CA onsa oT3biBa cepTudrkaTa

root@petr easy-rsal# ./easyrsa revoke fursov—m

Note: using Easy-RSA configuration from: ./vars

Please confirm you wish to revoke the certificate with the following subject:

subject=
commonName = fursov-m

Type the word 'yes' to continue, or any other input to abort.
Continue with revocation: yes

Using configuration from ./openssl-1.08.cnf

Enter pass phrase for /etc/openvpn/easy-rsa/pki/private/ca.key:

Revoking Certificate 9292F95D156949D432654C6B84E43B3D.

Data Base Updated

IMPORTANT! ! !

Revocation was successful. You must run gen—-crl and upload a CRL to your
infrastructure in order to prevent the revoked cert from being accepted.

[root@petr easy-rsa]#|

MNocne oT3biBa cepTUdUKaTa, yTUIMTa B KOHCOIM HAaNOMHUT, 4TO Heobxoammo byneT oOHOBUTDL
dannuk crl - pann, B KOTOPOM COLAEPKUTCHA CMNCOK BCEX OTO3BAHHbLIX CEPTUPUKATOB.

llenaeTcsi 3To B Napy KoMaHa:

1. TeHepaumnsa HoBoro tanna CRL:
/etc/openvpn/easy-rsa/easyrsa gen-crl

(3anpocuT naponb CA)

2. KonunpoBaHMe ero B Hy>XHYI0 ANPEKTOPUIO:
cp /etc/openvpn/easy-rsa/pki/crl/pem /etc/openvpn/keys/crl.pem

Cncrema cnpocuT, nepesanucaTb-au gans, BBOOUM - Y

[root@petr easy-rsal# cp /etc/openvpn/easy-rsa/pki/crl.pem /etc/openvpn/keys/crl.pem

cp: overwrite ¢/etc/openvpn/keys/crl.pem’? y
[root@petr easy-rsal# |

3. [lepe3anyckaeM cepBep openvpn, 4Tobbl HACTPONKN MPUMEHNNCH.
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systemctl restart openvpn@server
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